
How can small businesses get more secure?
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Cybercrime is operating on a global scale. 
New assaults are highly coordinated and 
use technologies and tactics that are 
growing in sophistication.1

Most common network security breaches6

What’s at risk?6

Small business security mistakes5

Is your business prepared?

The average cost of being hacked as a small business is $36,000.8

This amount climbs an additional $8,000 once indirect expenses and 
damage to reputation are taken into account.9

88% of SMBs who have had a breach incur professional 
services to bounce back. Average cost is $11,000.9

In severe cases, where IT systems have crashed or are taken 
offline, SMBs can lose $66,000 in downtime.9

Not planning for a breach

Assuming you’re protected

Failing to educate employees

Failing to monitor insiders

Not investing in security software

Not updating software or having a 
system with automatic updates

Using consumer software instead of 
business-grade software

Failing to realize a breach has 
occurred

of small businesses are dependent on 
the internet for daily operations.4

of small businesses have no formal 
cyber security plan.4

71% 

83% 

of small and medium businesses have
no individual who has direct
responsibility for security.7
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Ransomware
Encrypts users’ files and provides the keys for 
decryption only after users pay a “ransom”. 

Social media scams
Use social media platforms to send malware 
or viruses through direct messages, links, 
videos, surveys, or chat features.

Fake invoices
Unpaid invoices used as a lure for users to 
click links that include malware or viruses.

Malicious browser extensions 
Distribute malware by enticing users to click 
a compromised link or to download an 
infected file. 

Installing...

Spam and phishing emails 
Emails with links that attempt to take 
confidential personal or financial 
information which infect your system with 
malware or viruses.

Trojans
Malicious computer programs which 
misrepresent themselves to appear useful, 
routine or interesting to entice a user to 
install them.
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Holistic view of security

Instead of investing in the 
latest product that fixes the 

latest issue, take a step back 
and look at security 

holistically. This will help 
avoid a patchwork solution.5  

Continuous monitoring & 
proactive updates 

A proactive strategy as 
attacks are started an 
average of 100-200 days 
prior to first detection.1

A visibility platform

Platform that continuously 
monitors threats, 
accumulates intelligence and 
optimizes defenses.5  

A trusted advisor

Use third party expertise to 
help with a lack of in-house 

IT security expertise.5  

You don’t have to do it alone. Let us help manage it for you.
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Call: 1-855-505-3009 Visit: business.shaw.ca/smartsecurity Follow us: 

Learn more about how SmartSecurity can help protect your business.

SmartSecurity by Shaw Business

Advanced threat protection Business grade firewall Application control

Content filtering Connectivity Cloud managed

Help protect your business against the 

latest viruses, malware and malicious 

hackers - with automatic updates.

Permit or deny traffic at the 

network level.

Control the applications that go in and 

out of your network. 

All businesses, regardless of size or 
industry are struggling to keep pace 
with network security threats.1 

Small businesses are becoming a prime 
target for hackers as they have more 
assets than an individual consumer has, but 
less security than a larger enterprise.2 

3 out of 5 cyber attacks in 2014 targeted small 
and midsize businesses.3 

Control types of content that are 

allowed on your network or not. 

Connects multiple sites securely and 

allows you or your employees to 

login to your network securely from 

anywhere. 

Cloud-based solution with automatic 

updates. You can manage it through 

an easy-to-use online portal or our 

experts can help manage it for you 

with 24/7/365 tech support.   

SmartSecurity keeps your business secure so you can focus on growing your business. 

The state of small business network security
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What could it cost?

Common methods of intrusion5


