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 • Is the colocation provider reliable and financially secure?

 • Are the provider’s data centre facilities audited for compliance with various regulatory bodies or 

legislative acts that may affect your IT operations?

 • Can the provider accommodate your growth or changing needs?

 • Are best-in-breed technologies used?

 • What security measures are implemented within the data centre?

 • Does the provider offer the network connectivity you require?

 • Does the provider employ the necessary cooling equipment, technologies and power supply to protect 

your equipment?

 • Is customer service and/or technical support available around the clock?

 • Does the provider offer consulting or strategic business alignment IT services?

 • While the most important criteria for selecting a colocation provider will vary by each organization’s 

specific needs and go far beyond what is included in this document, the information provided offers 

some guidance in terms of key factors to take into consideration.

A guide to selecting the right 
colocation provider
The benefits of colocation are well documented and making the business case for going that route is 

often quite easy for many organizations. Once the decision has been made to outsource some or all 

your IT infrastructure, there is still plenty of work to do including selecting the right colocation provider. 

There are many factors to consider when selecting the one that can best meet your organization’s needs. 

Among them:
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Business Stability and Financial 
Security
Review press releases, analyst reports and 

financial history to get an idea of how viable 

each provider is. Look at how long they’ve been 

in business. Those with at least five to ten years 

of experience in colocation are more likely to 

have staying power than newcomers to the 

industry or those that started out providing a 

different kind of service and transitioned into 

colocation.

Keep in mind that financially secure colocation 

providers are also more likely to have the 

resources to invest in additional buildouts for a 

data centre as well as to continually upgrade or 

add new technologies and equipment. Look for 

providers that have a track record of successful 

expansion and continue to evolve their services 

and invest in new technologies.

Do the due diligence and request references 

from colocation providers’ customers of your 

colocation providers. How secure do they feel 

about a provider’s staying power? Use this 

opportunity to also get their perspective on 

other issues that may affect your decision, 

such as customer service, responsiveness and 

flexibility. 

When checking out various providers, consider 

their financial security, how long they’ve been 

operating and the stability of their operations. 

Make sure that you feel comfortable that 

the provider will be successfully maintaining 

operations and enhancing them at least for the 

next five years.

Compliance
If your organization is subject to regulatory 

requirements such as those specified by HIPAA 

or PCI-DSS, you’ll want to make sure that any 

prospective colocation provider can help you 

meet them. While your organization is ultimately 

responsible for compliance, many of the security 

controls and protocols employed by a colocation 

provider can help lessen the burden for you. 

We recommend that you consider providers 

that undergo independent audits by third 

parties. Seek out data centres that have been 

audited to SSAE 16 standards in North America 

and the comparable ISAE 3402 standards for 

physical security and environmental controls in 

Europe and abroad. Insist on seeing copies of 

their compliance reports. SSAE 16 SOC 1, SOC 

2, and SOC 3 SysTrust for Service Organizations 

are among the best. An information security 

program that is ISO/IEC 27001:2013 certified adds 

an additional layer of security and helps protect 

and maintain the confidentiality, integrity and 

availability of your data.

Providers that go the extra mile by undergoing 

audits for HIPAA and PCI DSS demonstrate their 

continuing commitment to staying current 

with ever-changing industry and government 

regulations, investing in technologies and 

processes to assure compliance and training their 

workforce to carry out their duties accordingly. 

Even customers that don’t need to worry about 

compliance requirements benefit because of 

the added security measures, processes and 

technologies.

Location
Determine what your location needs are. Do 

you need a data centre facility that is close to 

your organization to minimize latency delays? 

Is proximity desirable to make access easier for 

your IT staff? In that case, transportation routes 

to the facility will play a role in your selection. 

For example, your staff may be near the data 

centre, but if a storm, traffic accident or other 

event shuts down the only access road, your IT 

systems could be at risk.

In some situations, equipment and personnel will 

have to be brought in for support. Ensuring that 

your data centre has a readily accessible airport, 
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train station or other transportation hub may be 

an important requirement. You also want both 

staff and supplies to get to the data centre no 

matter what the weather conditions are.

How you use the data centre will also influence 

your choice of location. Will it be used as a 

disaster recovery site? If so, does it need to 

be far enough away from your primary site to 

lessen the chance of a weather-related event 

taking out both facilities?

The required distance will likely be influenced by 

the types of potential weather events that occur 

in a region. An interagency white paper by the 

SEC, Federal Reserve and other agencies after 

2011 suggested a 322-kilometre plus separation 

between the primary and secondary facilities. 

That makes sense if you’re in a tornado-prone 

area. However, a more lenient geographical 

dispersal may suffice. The main consideration is 

that you don’t want both facilities in the same 

weather pattern or fault line or serviced by the 

same power grid and telecommunications and 

utility providers.

The facility’s proximity to other resources or 

potential hazards is also important to evaluate. 

One located close to the local fire department 

will benefit from faster response times in the 

event of an emergency. A location near railways, 

floodplains and major highways will likely be 

less desirable because of the threat of potential 

catastrophes.

Related to the location factor is the matter of the 

utility grid that provides power to a data centre. 

To minimize the chances of disruptions to your 

data centre’s power supply, look for one fed by 

a reliable utility grid. Although outages should 

not necessarily translate to data centre outages 

or critical equipment downtime, unstable utility 

power can indicate capacity and power quality 

issues. To determine the reliability of a utility 

grid, contact the local utility provider.

Flexibility and Growth
Any colocation provider you consider should 

be able to accommodate your ability to scale 

your resources and bandwidth to meet your 

business needs. Make sure any potential provider 

has ready-to-use space and a variety of set-up 

options such as individual cabinets, and cages 

with racks. Ask about future expansion plans. 

Having the option to increase your space in 

the future can save you significant time and 

costs, compared with deploying with a different 

provider or moving to another data centre.

Ask potential providers to share their product 

road maps too. Are they currently offering 

leading-edge services and what are their plans 

for the coming years? As your organization’s 

needs change and new technologies emerge, 

you want to make sure you’ll have access to 

what you need.

Hardened Facilities and Leading-
Edge Technology
The construction, design and physical capabilities 

of the data centre should be considered. Ensure 

that the facility is designed, built and operated 

to explicit, rigorous security and durability 

standards that meet and exceed your specific 

business and security needs. 

For an additional competitive advantage, 

consider a facility that operates best-in-breed 

equipment for a higher level of functionality and 

operational sustainability. However, understand 

that it’s not enough to just use leading-edge 

technology; the equipment should be regularly 

monitored and rigorously maintained and tested 

to sustain high performance levels. Be sure to 

question providers about their maintenance 
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schedules. Are both preventative and regular 

maintenance performed consistently utilizing 

ITIL change management processes? Outdated 

technology or inadequately serviced equipment 

can lead to expensive downtime and customer 

issues for your business – a recipe for disaster.

For further operational security, ask what kind 

of service agreement is offered around uptime, 

safety, efficiency or any other factor you deem 

essential. This will protect your business by 

guaranteeing that a certain standard will be 

maintained. The bottom line is that you want 

assurance that the appropriate preventative 

measures are taken, and best practices are 

implemented to maintain their equipment.

Security
One of the benefits of using a colocation provider 

is that it allows you to utilize security measures 

you could not afford to implement and sustain 

on your own. When investigating providers, 

make sure you understand the security features 

and protocols they use to protect their physical 

environment as well as your infrastructure and 

data. For starters, what security is implemented 

outside of the facility?

Next, question access protocols. How will 

your employees access the facility? Multi-level 

security processes offer enhanced protection. 

Best practices may include biometric fingerprints 

readers and card or PIN access points. A stringent 

sign-in protocol should also be in place. Providers 

who offer well-documented, thorough sign-

in procedures may help you meet compliance 

mandates.

Security within the data centre is also a key 

concern. Providers who offer 24/7/365 video 

surveillance provide a peace of mind in knowing 

potential issues can be identified and rectified 

more quickly. Understand how visitors gain access 

to cages. Are they escorted by onsite personnel? 

Combination locks, pin-based access cards, 

biometric fingerprint scanners and alarm systems 

are also viable options in this context.

Network Connectivity
One of the benefits of colocation is the ability to 

interconnect within a shared data centre space. 

Ask prospective providers about network services 

and the available connectivity options. Are their 

data centres carrier-neutral? Do they have fiber 

facilities provided by several redundant carriers 

and will they help you gain access to any other 

carrier you choose that may not already be in their 

facilities?

Diverse fiber facilities offered by different 

telecommunication providers or carriers offer the 

additional benefit of redundancy. This means that 

should one carrier or provider’s backbone fail, 

traffic can be switched over to another provider’s 

network if configured appropriately. For optimized 

physical diversity, a provider should bring fiber into 

its facility from at least two separate and diverse 

locations. This ensures traffic will continue to flow 

even if all the conduits or fiber coming through 

one of the entrance points is damaged. This multi-

carrier, redundant configuration ensures there is no 

single point of failure.

Critical HVAC Systems and 
Redundant Power
It is important that any provider you consider 

has efficient cooling systems to protect your 

hardware. Make sure the data centre meets your 

required standard ranges for temperature and 

humidity. Look for providers that employ cooling 

techniques like hot and cold aisles that provide a 

front to back cooling profile with blanking plates. 

Also, proper air containment designs, raised 

flooring and cooling walls promote cooling and 

can help avoid hot-spots in your cage. HVAC 

and cooling equipment should be reviewed 

for performance and reliability in the extreme 

ambient temperatures or conditions it operates in 
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and is exposed to depending on a data centre’s 

geographic location. The outside ambient 

conditions of the geographic location may impact 

operations and the capacities of the equipment.

Also take into consideration how colocation 

providers purchase, maintain, monitor, inspect 

and test HVAC systems and other critical 

equipment such as UPS devices, generators, 

switchgear and chillers. Steer clear of colocation 

providers that rely on equipment that has 

exceeded its useful life. When considering UPS 

systems, redundant power supplies are critical 

in ensuring the availability of your systems. A 

provider who uses multiple UPS devices can offer 

better ongoing connectivity, protecting your 

business from interruptions in power supply 

due to anything from a local outage to a natural 

disaster. It also permits maintenance to be 

performed without impacting your operations 

and your customers.

Support
In case there is an issue with your service, you 

want to make sure a qualified IT support team is 

available for help, regardless of the hour. Does the 

provider have IT support staff members right on 

site or are they located remotely? On-site support 

that is available 24/7 provides quick response for 

emergency re-boots or other issues when your 

staff is not on site and can help prevent minor 

incidents from escalating into larger issues.

The experience of the provider’s on-site staff will 

also influence the level of support you receive. 

Look for providers that have the skilled staff 

for all data centre capabilities rather than ones 

that simply manage vendors that come in to 

service the data centre systems. Those that offer 

managed hosting and cloud services are often 

better suited to help with your colocation needs, 

as their staffs are trained and experienced to 

support complex environments. 

You should also make sure that a provider’s 

procedures are documented, and all personnel 

associated with those processes are trained. 

Support personnel trained in the Information 

Technology Infrastructure Library (ITIL) 

framework – IT service management practices 

that strive to align IT services with business needs 

– can offer an enhanced level of personalized 

support. This system enhances efficiencies and 

improves the overall customer experience for 

customers with complex IT needs. As mentioned 

earlier, you’ll also want to understand a provider’s 

maintenance processes for equipment and 

systems. The frequencies and periodicities of the 

preventive and predictive maintenance should be 

reviewed to ensure that OEM recommendations 

are being met or exceeded.

As your business continues to grow and evolve, 

consider the additional services a colocation 

provider could offer. For maximum flexibility, 

look for a provider that offers managed services. 

This heightened level of support allows you to 

relegate tasks to expert hands that are available 

24/7. Some providers offer a selection of services 

that they manage for you. Ask providers if they 

offer this level of support, and if so, what specific 

services they are equipped to deliver. Remote 

hands, managed security and server management 

are good starting points in helping you relieve 

your internal resources of these responsibilities to 

focus on other pressing business initiatives.

Cliché as it is, colocation providers are not 

created equal. Some may be better suited to 

your organization’s specific needs. The key is to 

understand those needs today and in the coming 

years and evaluate providers on how well they 

can meet them. Colocation is not a short-term 

commitment, so you want to make sure you get 

what you need before you sign on the dotted line. 
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Data Centre Feature Yes No Notes

Energy Efficiency

Motion-activated lighting

Variable frequency drive chillers

Variable frequency drive pumps

Variable frequency drive cooling towers

Variable frequency drive air handlers

White coated roof

Physical Structure

New or renovated in last 10 years

Clients have room for significant growth

Built or modified to withstand local severe weather conditions or 
natural disasters

Easily accessible from airport/highway

Overall cleanliness

Truck/shipping bays easily available

Capable of unloading large trailers

Secure storage

Managed shipping and receiving

No outdoor facing windows from the data centre

Physical Security

Biometric fingerprint screening

Multifactor authentication system

Card/personal identification number

Combination or key lock cabinets

All doors alarmed and monitored

Exterior landscaping to prevent concealment of intruders

Customer defined access lists

Visitor tracking

Locking cabinets, cages, suites, and modules

Private access control systems permitted

24/7/365 customer access

24/7/365 monitored by another location

Environmental Controls

Single-point grounding system

UL approved perimeter lightning protection system

Discreet PLC/BMS automation

Redundant controllers

Fire detection/prevention/VESDA

Interlocked, pre-action dry pipe and gas fire suppression

Leak detection
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Network Connectivity

Carrier cross-connects

Carrier-agnostic

Diverse fiber entry vaults

Multiple network providers on-site with gateway access

Enterprise-grade blended Internet bandwidth w/multiple connec-
tions (minimum 10 GB)

Multiple private connections (minimum 1Gb) to other data centres

Dark fiber available

Support Services

Remote hands

Rack and stack

Cabling

24/7/365 Technical Assistance Centre (TAC) with on-site operations 
and technical support

Customer Amenities

Customer work areas

Conference room/war room availability

WiFi

Lounge

Disaster recovery planning assistance

Call: 1-866-244-7474 
Visit: business.shaw.ca/datacentre

Follow us:

We’ll manage everything for you.
Think of us as a complement to your IT department. Our 
highly trained team is with you every step of the way. 


